
Nicki Tiffin

Ethical and Equitable Data Sharing: 
Navigating the Benefits and Challenges

Nicki Tiffin
SANBI, UWC
ntiffin@sanbi.ac.za



Nicki Tiffin

• Why should we do data sharing?

• When can we do data sharing? 

• How can we do data sharing? 

• How can we do benefit sharing? 

• Introduction to the African Data and 
Biospecimen Exchange

 

Overview:
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Participants make health research possible

• We ask them to invest time and energy: 

Clinical appointments, filling in surveys,
answering questions, follow up visits

• We ask them to take risks: 

Data privacy, new treatments, 
health interventions, donate samples

Why should we do data sharing? 
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It’s an ethical requirement to ensure benefits

• Use the data and specimens well

• Do as much research as possible, whilst respecting 
consents and ethical approvals

• Ethically share data and biospecimens in order to further 
research

Why should we do data sharing? 
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It’s better for our research

• Larger sample size, better significance

• Validation datasets

• Generaliseable findings

Why should we do data sharing? 
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Risks

Autonomy
Privacy

Benefits

Public Health
Common Good
Scientific Progress

Finding a balance 
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SDGs UNHR
Protection from discrimination
Protection of privacy, reputation

Risks

Autonomy
Privacy

Benefits

Public Health
Common Good
Scientific Progress

Finding a balance 
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When the law allows

• Health Act, patient confidentiality

• Protection of Personal Information Act

• In addition, various other Acts e.g. protection of minors, 
protection of people living with disability

When can we do data sharing? 
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In clinical research: 

• Health data are collected at a health facility where a client 
has a consultation with a health provider.

• The primary reason that the data are collected is to ensure 
that the best possible care is provided to the client.

• The health care provider is bound by legislation about 
patient confidentiality, e.g. Health Act

When can we do data sharing? 
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The Protection of Personal Information Act (POPI), South Africa
 (equivalent to GDPR in EU)

• Governs the use of personal information
• Synergises with the Health Act, upholds patient 

confidentiality

• Identifies “special” data, which include health data
• Governs international transfer of data

• Distinguishes identified data  vs anonymised data
• Recognises informed consent

The POPI Act in South Africa
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Data subject

Operator

Third Party

e.g Government health dept
      Academic researcher
      Mobile phone company
      Bank

e.g Patient
      Client
      Research participant

Responsible Party

e.g Researcher
       Marketing company

“PROCESSING”
Collecting, transferring, 
storing, analysing

Data processing   
on behalf of 
responsible party

e.g NHLS
      Website Host 

The POPI Act
Roles
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Data subject

Operator

Third Party

e.g Government health dept
      Academic researcher
      Mobile phone company
      Bank

e.g Patient
      Client
      Research participant

e.g NHLS
      Website Host 

Responsible Party

e.g Researcher
       Marketing company

INFORMED 
CONSENT

INFORMATION 
ON USE

X

When providing health care, 
there is an implicit understanding 
that data are collected for the 
purpose of providing health care.
Data are protected by Health Act

Identified 
health data
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When the participant agrees

Informed consent processes

• Many debates about broad, tiered, dynamic consent
• Generally accepted broad consent is no longer sufficient
• Dynamic consent hard to do in low-resourced populations

Tiered consent increasingly being used
Especially for health data: must adhere to POPI Act

When can we do data sharing? 
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Tamuhla, T. An e-consent framework for tiered informed consent for human genomic 
research in the global south, implemented as a REDCap template. BMC Med Ethics 23, 119 
(2022). https://doi.org/10.1186/s12910-022-00860-2
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When the participant can’t be identified/re-identified

• Data are de-identified: names, ID numbers, folder numbers are 
removed

• Data are anonymised: de-identified and can’t ever be re-linked 
to individuals

• Re-identification is a real risk for granular data (and genomic 
data): 

• Use of data perturbation

When can we do data sharing? 
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Data subject

Operator

Third Party

e.g Government health dept
      Academic researcher
      Mobile phone company
      Bank

e.g Patient
      Client
      Research participant

e.g NHLS
      Website Host 

Responsible Party

e.g Researcher
       Marketing company

IDENTIFYING 
INFORMATION

Anonymised 
health data

CANNOT BE RE-IDENTIFIED
Remove identifiers
Data aggregation
Data perturbation
Approximating/rounding 
values
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Can data be re-identified?

A 37-year old lady with epilepsy attending a particular clinic on 
given dates. 

A 12 year old, female, grade 6 learner who lives at 1 Green 
Street, Townsville. 

Female baby born on 7 December 2021 at Mowbray Maternity 
clinic, recorded birthweight 3.4921 kg

• Do not manage de-identified data in the same way as truly 
anonymised data, because they can be re-identified.
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Can data be re-identified?

Data perturbation

• Adding/deleting integers from dates
• Hide, round off or alter dates  e.g. Year of birth
• Age scale e.g. days for neonates, weeks for newborns, 

months up to 2yrs, years thereafter
• ‘time to’ events in days from index event. e.g. Time in days 

to death after admission
• Round off numbers e.g. birthweights, VL or CD4 counts

• K ANONYMITY: For every identifying attribute a person 
has, there are at least k-1 others with the same value e.g. 
If at least ten people have a value of X1=0.15, then k is 10
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Can data be re-identified?

Trusted third party stewardship
• Independent, trusted third party joins datasets, then 

anonymises and perturbs before returning combined dataset
• Binding MoU/agreement for third party to delete all data 

Data aggregation
•  Rule of thumb: minimum 15 – 20 counts per aggregated data

Geographical data
• Geocoding can be identifying, use geographic regions, shapes, 

suburbs, and show aggregated data

NO DOTS ON MAPS
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When can we do data sharing? 
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• Direct sharing

• Collaborative analysis

• Federated analysis

• Trusted Research Environments

How can we do data sharing? 
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• One party provides data to another party
• Unidirectional

Direct data sharing 
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• Data from two sources are 
combined 

• Analysed as a single dataset: 
meta-analysis

Collaborative analysis, meta-analysis 
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• Datasets are held separately by collaborating parties 
• Data are independently analysed in the same way
• Findings are combined and reported jointly

Federated analysis 
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• Analysis is run on a secure 
platform

• Actual data may not be visible
• Data may not be downloaded
• Only results of analysis may be 

downloaded

Trusted research environment
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Data and biospecimen governance occurs across the 
data ecosystem
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Inequitable power relationships

• Funders and collaborators from the global North

• Inequitable access to resources and infrastructure

• Helicopter science and “global health” agenda

• Unidirectional flow of samples and data to the global North

• Funding requirements mandate centralising samples and 
data in global North

• No benefit-sharing from secondary use

• Researchers can’t access data or samples they collected

Data/biospecimen sharing in the global South



Nicki Tiffin

Historical inequities, current barriers

• Reluctance to send data and biospecimens off-Continent 

Legal limitations
Risk of being scooped by better resourced labs
No oversight of onward data use
Lose access to own data/biospecimens

• Informed consent may not be sufficient

Legacy data without explicit consent 
Anonymised routine health data without informed consent

What about data and biospecimens from Africa? 
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Historical inequities, current barriers

• Data are too sensitive for open sharing

Genomic data
Clinical trial data
Personal health data

• Research sustainability

No mechanisms for cost recovery
Benefit sharing is not inculcated in resource sharing

What about data and biospecimens from Africa? 
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• Online platform to connect resource generators and consumers

• Address barriers to sharing data and biospecimens from Africa

• Ensure equitable sharing agreements and benefit-sharing

The African Data and Biospecimen Exchange
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• Catalogue datasets and biospecimens (resources) by metadata only

• Connect resource generators directly to consumers via online platform

• Provide resources to assist users with governance, sharing agreements

The African Data and Biospecimen Exchange

Currently under development – Estimated completion mid-2024 
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No need to send data and biospecimens away

• No centralisation

• Only metadata uploaded

• Resources remain with 
researcher/ institution

• Direct transfer, only after 
agreement reached

• Create listings of data or 
biospecimens you want to 
share
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Search metadata to find data and biospecimens
Search filters
Keyword searches
Review returned listings
   Start chat
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Search metadata to find data and biospecimens
Search filters
Keyword searches
Review returned listings
   Start chat

 Dr Eddie Lulamba 
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Chat function: discuss and agree sharing mode
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Build a data- or biospecimen-sharing agreement 

• Elements to create a customised 
data- or biospecimen-sharing 
agreement. 

• Invite institutional 
representatives

• Negotiate benefit sharing
• Build a benefit sharing 

agreement
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Build a data- or biospecimen-sharing agreement 

• Elements to create a customised 
data- or biospecimen-sharing 
agreement. 

• Invite institutional 
representatives

• Negotiate benefit sharing
• Build a benefit sharing 

agreement
       (Dr) Tsaone Tamuhla
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End of 2022 Completed detailed specification:

Front end design – Hominum Global team

• User interface design and functionality, wireframing
• Metadata structure
• Detailed metadata structure with ontologies for human and microbial data
• Search term functionality
• User testing

Back end specification – MethodLab team

• Containerised (docker), can be redeployed and shared when complete
• SQL Relational database, ease of admin and maintenance
• Optimised for restricted internet bandwidth (loaded to user end for search)
• Ilifu local cloud server infrastructure: www.ilifu.ac.za 

Progress to date

http://www.ilifu.ac.za/
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Platform development – MethodLab team

• Started 1 June 2023
• 18 month timeline

First stakeholder workshop

• Entebbe, Uganda 10 – 12 July 2023
• Focus group – genomics researchers
• Open day at MRC Uganda/LSHTM co-hosted with Dr Segun Fatumo

Next steps
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