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1. SSH authentication. 

2. STCS implementation of centralised key management called  Key-
Server. 

3. STCS use cases. 

4. SSH CA implementation for sysadmins to provide an alternative to 
key-server.

Agenda
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SSH Access:
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The Secure Shell (SSH) 
protocol is a method for 
securely sending commands 
to a computer over an 
unsecured network.  
SSH uses cryptography to 
authenticate and encrypt 
c o n n e c t i o n s b e t w e e n 
devices.

Unsecured and bad practices

Security Risks: 
1.Weak Passwords: 
◦Easily guessable passwords. 
◦Vulnerable to brute-force attacks. 

2.Password Reuse: 
◦Using the same password across multiple servers. 
◦Increases the risk of widespread compromise if 

one server is breached. 
3.Poor Password Management: 
◦Difficulty in remembering and managing multiple 

passwords. 
◦Reliance on insecure methods of storing 

passwords.



SSH key authentication 
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SSH key authentication offers several 
significant advantages over traditional 
pas s wo rd - bas e d au t h e n t i ca t i o n , 
e n h a n c i n g b o t h s e c u r i t y a n d 
c o n v e n i e n c e f o r u s e r s a n d 
administrators.



Advantages

SSH key authentication

Enhanced Security: 

Stronger Authentication: SSH keys provide stronger security than passwords. They use asymmetric encryption, making 
them much harder to crack than even the strongest passwords. 

Protection Against Brute-Force Attacks: SSH key pairs are not vulnerable to brute-force attacks, unlike passwords, which 
can be guessed or cracked through repeated attempts. 

Convenience and Automation: 

No Need to Remember Passwords: Users don’t have to remember or enter passwords each time they log in. This reduces 
the risk of weak passwords and password reuse. 

Automation-Friendly: SSH keys are ideal for automated processes, such as scripts and cron jobs, which require SSH 
access without manual intervention. 

Seamless Multi-Server Access: 

Single Sign-On Experience: Users can use a single SSH key to access multiple servers without needing to remember 
different passwords for each one. 5



Security risks and disadvantages 

SSH key authentication

Unauthorized Key Distribution: 

Risk: Users might distribute their public keys to multiple systems without proper authorization or tracking, 
leading to uncontrolled access. 
Mitigation: Implement centralized key management and enforce policies for key distribution and 
authorization. 

Key Sprawl: 

Risk: Over time, a large number of keys might accumulate in the authorized_keys file, including obsolete or 
unauthorized keys. 
Mitigation: Regularly audit the authorized_keys files on all servers to remove unused or unauthorized keys. 
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Understanding “AuthorizedKeysCommand” in SSH
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Benefits 

• Centralized Key Management: Simplifies key 
distribution and management. 

• Dynamic Key Retrieval: Keys can be fetched from 
various sources (databases, directories). 

• Enhanced Security: Reduces reliance on static key 
files.

Use Cases 

• Enterprise Environments: Central management of 
SSH keys. 

• Dynamic Infrastructure: Fetch keys on-demand for 
cloud instances. 

What is AuthorizedKeysCommand? 

• Purpose: Customizes how SSH obtains public keys for user authentication. 
• Usage: Configured in the SSH server configuration file (sshd_config).



Key-Server
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SSH Server-side setup

Key-Server
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SSH configuration on the servers



• We have developed an a web application called Key-Server. 
• It maintains a database of ssh keys attached to a specific 

user and a machine, with a pre- specified expiry date meta 
data. 

• The Key-Server provides a simple api with route to fetch the 
list of valid ssh public keys to requested user on requesting 
machine.

Centralised key management
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Key-Server



Dashboard

Key-Server
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Add Key

Key-Server
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Edit SSH Key details

Key-Server

13



STCS use cases 

• System administrators seamless access to multiple server.  

• Automate daily backup process. 

•   Our backup server has cron jobs setup to rsync all servers to fetch 
daily backup.  

• STCS faculty, students and interns password-less access to servers.  

• To manage their personal home pages.  

• To access the computational server. 
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Setup

SSH CA

Create CA key pair using YubiKey.  

$ ssh-keygen -t ed25519-sk -C "S SSH CA" 
-N "" -f s-ssh-ca 

The above command creates a key pair of 
type ed25519-sk , which requires the YubiKey
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SSH configuration on the servers

• Create the folder /etc/ssh/principals. If sadmin is the username that the admin uses to login 
on the server, then create a file /etc/ssh/principals/sadmin with just administrator on a line. 

• Additionally create a revoked keys file /etc/ssh/revoked_keys to revoke some user keys 
because of a known compromise.



Creating signed SSH keys

SSH CA

$ ssh-keygen -s "s-ssh-ca" -I "some_certificate_identifier" -n "administrator" -V +1h user.pub 

The above command will generate a certificate (user-cert.pub) that has been signed by “s-
ssh-ca” CA with the validity of 1 hour. 

The file user-cert.pub can then be added to the user’s machine in the same folder that 
contains the public key user.pub and the private key user (their ~/.ssh/ folder perhaps). 

Now can login to the server via the usual command: 
$ ssh sadmin@server -i ~/.ssh/user
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Any questions?


