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1. SSH uthentiction. 

2. STCS implementtion of centrlised key mngement clled  Key-
Server. 

3. STCS use cses. 

4. SSH CA implementtion for sysdmins to provide n lterntive to 
key-server.

Agenda
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SSH Access:
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The Secure Shell (SSH) 
protocol is  method for 
securely sending commnds 
to  computer over n 
unsecured network.  
SSH uses cryptogrphy to 
uthenticte nd encrypt 
c o n n e c t i o n s b e t w e e n 
devices.

Unsecured and bad practices

Security Risks: 
1.Wek Psswords: 
◦Esily guessble psswords. 
◦Vulnerble to brute-force ttcks. 

2.Pssword Reuse: 
◦Using the sme pssword cross multiple servers. 
◦Increses the risk of widespred compromise if 

one server is breched. 
3.Poor Pssword Mngement: 
◦Difficulty in remembering nd mnging multiple 

psswords. 
◦Relince on insecure methods of storing 

psswords.



SSH key authentication 
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SSH key uthentiction offers severl 
significnt dvntges over trditionl 
ps s wo rd - bs e d u t h e n t i c t i o n , 
e n h  n c i n g b o t h s e c u r i t y  n d 
c o n v e n i e n c e f o r u s e r s  n d 
dministrtors.



Advantages

SSH key authentication

Enhnced Security: 

Stronger Authentiction: SSH keys provide stronger security thn psswords. They use symmetric encryption, mking 
them much hrder to crck thn even the strongest psswords. 

Protection Aginst Brute-Force Attcks: SSH key pirs re not vulnerble to brute-force ttcks, unlike psswords, which 
cn be guessed or crcked through repeted ttempts. 

Convenience nd Automtion: 

No Need to Remember Psswords: Users don’t hve to remember or enter psswords ech time they log in. This reduces 
the risk of wek psswords nd pssword reuse. 

Automtion-Friendly: SSH keys re idel for utomted processes, such s scripts nd cron jobs, which require SSH 
ccess without mnul intervention. 

Semless Multi-Server Access: 

Single Sign-On Experience: Users cn use  single SSH key to ccess multiple servers without needing to remember 
different psswords for ech one. 5



Security risks and disadvantages 

SSH key authentication

Unuthorized Key Distribution: 

Risk: Users might distribute their public keys to multiple systems without proper uthoriztion or trcking, 
leding to uncontrolled ccess. 
Mitigtion: Implement centrlized key mngement nd enforce policies for key distribution nd 
uthoriztion. 

Key Sprwl: 

Risk: Over time,  lrge number of keys might ccumulte in the uthorized_keys file, including obsolete or 
unuthorized keys. 
Mitigtion: Regulrly udit the uthorized_keys files on ll servers to remove unused or unuthorized keys. 
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Understanding “AuthorizedKeysCommand” in SSH
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Benefits 

• Centrlized Key Mngement: Simplifies key 
distribution nd mngement. 

• Dynmic Key Retrievl: Keys cn be fetched from 
vrious sources (dtbses, directories). 

• Enhnced Security: Reduces relince on sttic key 
files.

Use Cses 

• Enterprise Environments: Centrl mngement of 
SSH keys. 

• Dynmic Infrstructure: Fetch keys on-demnd for 
cloud instnces. 

Wht is AuthorizedKeysCommnd? 

• Purpose: Customizes how SSH obtins public keys for user uthentiction. 
• Usge: Configured in the SSH server configurtion file (sshd_config).



Key-Server
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SSH Server-side setup

Key-Server
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SSH configuration on the servers



• We hve developed n  web ppliction clled Key-Server. 
• It mintins  dtbse of ssh keys ttched to  specific 

user nd  mchine, with  pre- specified expiry dte met 
dt. 

• The Key-Server provides  simple pi with route to fetch the 
list of vlid ssh public keys to requested user on requesting 
mchine.

Centralised key management
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Key-Server



Dashboard

Key-Server
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Add Key

Key-Server
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Edit SSH Key details

Key-Server
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STCS use cases 

• System dministrtors semless ccess to multiple server.  

• Automte dily bckup process. 

•   Our bckup server hs cron jobs setup to rsync ll servers to fetch 
dily bckup.  

• STCS fculty, students nd interns pssword-less ccess to servers.  

• To mnge their personl home pges.  

• To ccess the computtionl server. 
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Setup

SSH CA

Crete CA key pir using YubiKey.  

$ ssh-keygen -t ed25519-sk -C "S SSH CA" 
-N "" -f s-ssh-c 

The bove commnd cretes  key pir of 
type ed25519-sk , which requires the YubiKey
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SSH configuration on the servers

• Crete the folder /etc/ssh/principls. If sdmin is the usernme tht the dmin uses to login 
on the server, then crete  file /etc/ssh/principls/sdmin with just dministrtor on  line. 

• Additionlly crete  revoked keys file /etc/ssh/revoked_keys to revoke some user keys 
becuse of  known compromise.



Creating signed SSH keys

SSH CA

$ ssh-keygen -s "s-ssh-c" -I "some_certificte_identifier" -n "dministrtor" -V +1h user.pub 

The bove commnd will generte  certificte (user-cert.pub) tht hs been signed by “s-
ssh-c” CA with the vlidity of 1 hour. 

The file user-cert.pub cn then be dded to the user’s mchine in the sme folder tht 
contins the public key user.pub nd the privte key user (their ~/.ssh/ folder perhps). 

Now cn login to the server vi the usul commnd: 
$ ssh sdmin@server -i ~/.ssh/user
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Any questions?


